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Keep your online fraud investigations anonymous and
secure, even on the dark web
Silo for Research (Toolbox) is a secure and anonymous web browsing solution that enables users to
conduct research, collect evidence and analyze data across the open, deep and dark web. Silo for
Research is built on Authentic8’s patented, cloud-based Silo Web Isolation Platform, which executes
all web code in a secure, isolated environment that is managed by policy, providing protection and
oversight of all web-based activity.
Financial fraud, crime and AML investigators can accomplish their goals without introducing risk to
the organization or revealing intent. All web activity is logged and encrypted so compliance teams
can be sure that the tools are being used appropriately.
Full Isolation:
All web code is executed on Silo servers, not end-user devices
Cloud-Based:
Turn-key, cloud-hosted solution that creates a clean instance every time
Managed Attribution:
Configure the browser fingerprint and egress location
Access Open, Deep or Dark Web:
One-click access to any destination without tainting your environment
Workflow Enhancements:
Integrated tools for content capture, analysis and storage
Complete Audit Oversight:
Encrypted audit logs of all web activity are captured in one place and easily exported
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Research Tools for Financial Crime and Fraud Investigations
The key to financial crime investigations is to “follow the money”. To successfully uncover fraud and expose unlawful
activity, analysts need access to accurate data, real-time intel, and precision tools tailored to their investigations.
Authentic8 financial crime investigators and AML experts compiled a curated collection of resources that every financial
crime and fraud analyst should have in their toolbox. We grouped these resources into three categories:
1. DATABASES: Every investigation begins with the facts, the data. Having a list of go-to resources at
your fingertips saves time.
2. TOOLS:

Data is great, but analysts need to go deeper, and they need the right tools for the job.

3. INTEL:

Whether it’s intel on a person of interest or a company, sites in this category can
provide you with the latest information.

TOOLS

DATABASES

CATEGORY

NAME

LINK

American Banking Association (ABA)
Routing Number Lookup

https://routingnumber.aba.com/Default1.aspx

AML Toolbox

https://start.me/p/rxeRqr/aml-toolbox?embed=1

BankFind Portal

https://research2.fdic.gov/bankfind/

BIN Codes

https://www.bincodes.com/bin-checker/

HS Code Lookup & Finder

https://www.freightos.com/freight-resources/harmonizedsystem-code-finder-hs-code-lookup/

IRS Tax Exempt Organization Search

https://apps.irs.gov/app/eos/

U.S. Securities and Exchange
Commission EDGAR Search

https://www.sec.gov/edgar/searchedgar/companysearch.html

dnstwister

https://dnstwister.report/

Dark.fail

https://dark.fail

Have i been pwnd

https://haveibeenpwned.com/

PhishTank

https://phishtank.com

Social Bearing

https://socialbearing.com/

Social Searcher

https://www.social-searcher.com/
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INTEL

CATEGORY

NAME

LINK

Bitcoin Who’s Who

https://bitcoinwhoswho.com/

Foreign Assets Registration Act
Quick Search

https://efile.fara.gov/ords/f?p=185:1:0::::P1_DISPLAY

FTC Scam Alerts

https://www.consumer.ftc.gov/features/scam-alerts

List-Org

https://www.list-org.com/

LobbyView

https://www.lobbyview.org/query#!/

OpenCorporates

https://opencorporates.com/

Ripoff Report

https://www.ripoffreport.com/

SWIFT BIC Search

https://www2.swift.com/bsl/

ThisNumber

https://www.thisnumber.com/

TweetDeck

https://tweetdeck.twitter.com/

DATABASES
American Banking Association (ABA) Routing Number Lookup
https://routingnumber.aba.com/Default1.aspx
What It Is
Establishing new financial institutions,
mergers/acquisitions, name changes,
and closings, result in an everchanging list of participants in the
U.S. payment system. The ABA
website allows for accurate lookups
of routing numbers.
Use Case
Researchers can use this service
to retrieve accurate and up-to-date
information on financial institutions.
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AML Toolbox
https://start.me/p/rxeRqr/aml-toolbox?embed=1
What It Is
An extensive collection of websites,
tools, research papers, regulatory
links, datasets, and news sources
designed specifically for anti-money
laundering investigators and OSINT
researchers.
Use Case
When following the money trail,
researchers can take advantage of
many available resources, along with
specialized regulatory, industry and
geopolitical information.

BankFind Portal
https://research2.fdic.gov/bankfind/
What It Is
The Federal Deposit Insurance
Corporation (FDIC) hosts a BankFind
portal to help locate specific
information on FDIC-insured banking
institutions.
Use Case
Researchers can use advanced
search criteria to find a bank
or holding company, generate
comprehensive financial or
demographic reports, and find bank
locations or groups of banks.
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BIN Codes
https://www.bincodes.com/bin-checker/
What It Is
This website provides limited free
BIN and credit card validation tools.
Bank Identification Number (“BIN”) or
Issuer Identification Number (“IIN”)
is the first six digits of a bank card
number or payment card number,
and is commonly used in credit cards
and debit cards, stored-value cards,
gift cards, and other similar cards.
Use Case
BIN is beneficial to identify a card
brand, issuing institution or bank,
country of issuance, card type and
category of cards. This information
is useful for fraud prevention,
especially for online stores.

HS Code Lookup & Finder
https://www.freightos.com/freight-resources/harmonized-system-code-finder-hs-code-lookup/
What It Is
HS Codes, also known as the
Harmonized Commodity Description
and Coding System, are a
standardized international system
to classify globally traded products.
The system is maintained by the
World Customs Organization and
is used to ease global trade by
creating unified categories to classify
different types of goods.
Use Case
Use the HS and harmonized tariff
code list lookup tool to find the
six-digit Harmonized Codes for
international shipping and accurately
classify goods for global trade.
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IRS Tax Exempt Organization Search
https://apps.irs.gov/app/eos/
What It Is
Tax Exempt Organization Search
provides access to IRS information
about tax-exempt organizations.
Use Case
Locate any tax-exempt organization
by name, Employer ID number,
category, or location.

U.S. Securities and Exchange Commission EDGAR Search
https://www.sec.gov/edgar/searchedgar/companysearch.html
What It Is
The U.S. Securities and Exchange
Commission EDGAR Search allows
researchers to search for company
filings.
Use Case
Analysts can find specific information
on shell companies, including their
financial information and operations,
using the corporations’ SEC filings.
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TOOLS
dnstwister
https://dnstwister.report/
What It Is
dnstwister generates a list of domain
names that are similar to one
provided by the user, checking to
see if any of them are registered.
Use Case
dnstwister can tell researchers if
someone may be using a domain
similar to theirs for malicious
purposes, such as phishing or
trademark infringement.

Dark.fail
https://dark.fail/
What It Is
Dark.fail indexes every major darknet
site and keeps track of all domains
linked to a particular hidden service.
Use Case
Tor admins rely on Dark.fail to
disseminate links in the wake
of takedowns of sites like
DeepDotWeb. Researchers can use
Dark.fail when exploring sites that
correlate with the hidden service.
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Have i been pwnd
https://haveibeenpwned.com/
What It Is
This service exposes the severity
of the risks of online attacks, while
helping victims of data breaches
learn about compromises of their
accounts. Users can subscribe to
receive breach notifications, and
search for pwned accounts and
passwords across domains.
Use Case
Users can securely enter email
addresses and passwords to find
out if they exist across a multitude
of exposed data breaches. The site
returns a complete list of breaches
where specific accounts have been
exposed, and identifies what types
of data (email addresses, names,
passwords, locations, etc.) has
been stolen.

PhishTank
https://phishtank.com
What It Is
PhishTank is a free community site
where anyone can submit, verify,
track and share phishing data.
PhishTank also provides an open
API for developers and researchers
to integrate anti-phishing data into
their applications.
Use Case
Users submit suspicious URLs via
email, and PhishTank identifies,
verifies, tracks, confirms, and
publishes phishing sites on its
web page.
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Social Bearing
https://socialbearing.com/
What It Is
Free Twitter analytics & search for
tweets, timelines, and Twitter maps.

Use Case
Allows researchers to find, filter
and sort tweets or people by
engagement, influence, location,
sentiment and more.

Social Searcher
https://www.social-searcher.com/
What It Is
A search engine that allows analysts
to monitor all public social mentions
in social networks and web.
Use Case
Analysts use it to quickly measure and
track what people are saying about a
particular company, brand, product,
or service. Users can get visibility into
audience behavior triggers, explore
popular hashtags, and identify the
most popular users and influencers
of a product or service.
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INTEL
Bitcoin Who’s Who
https://bitcoinwhoswho.com/
What It Is
Bitcoin Who’s Who profiles the
members of the bitcoin ecosystem
to help users verify a bitcoin
address owner and avoid a bitcoin
scam or fraud.
Use Case
With Bitcoin Who’s Who,
researchers can discover new
connections and previously
unknown associations on the
bitcoin blockchain.

Foreign Assets Registration Act Quick Search
https://efile.fara.gov/ords/f?p=185:1:0::::P1_DISPLAY
What It Is
The Foreign Agents Registration Act
(FARA) requires certain agents of
foreign principals who are engaged
in political activities or other activities
specified under the statute to make
periodic public disclosure of their
relationship with the foreign principal,
as well as activities, receipts and
disbursements in support of those
activities. The FARA quick search
engine provides 21 distinct search
portals for enhanced due diligence
on primary registrants, short form
registrants and foreign principles.
Use Case
Analysts can use FARA to find
supplemental documents entailing
a company’s foreign relations, in the
context of their engagement in political
or other activities covered by the act.
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FTC Scam Alerts
https://www.consumer.ftc.gov/features/scam-alerts
What It Is
Federal Trade Commission’s scam
alert feed provides information
on the latest scams and how to
recognize the warning signs.
Use Case
Researchers can benefit from
information on the latest trends in
scamming/fraud and tips on how to
recognize and avoid them.

List-Org
https://www.list-org.com/
What It Is
The List-Org site contains complete
data on more than 12 million
organization, with more than 980
unique financial data points. The
site itself and all search results are
in Russian, but could be translated
using Google’s translate function.
Use Case
Researchers can search Russian
companies for information on
registration, contacts, financials,
and founders.
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LobbyView
https://www.lobbyview.org/query#!/
What It Is
LobbyView is a database for
researchers to conduct systematic
data analysis on over 1 million lobbying
issues and congressional bills.
Use Case
The reports unearth data and hidden
connections between interest
groups, government agencies,
politicians, firms and lobbyists.

OpenCorporates
https://opencorporates.com/
What It Is
OpenCorporates hosts the largest
open database of companies in the
world, dedicated to making highquality, official company data openly
available. Data that can be trusted,
accessed, and analyzed when and
how it’s needed.
Use Case
Researchers can analyze data from
the complex networks that form
banks and financial companies, used
for money laundering, organized
crime and corruption.
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Ripoff Report
https://www.ripoffreport.com/
What It Is
Ripoff Report is a worldwide consumer
reporting web site and publication,
by consumers, for consumers, to
file and document complaints about
companies or individuals.
Use Case
Enterprises and consumers are
encouraged to search the Ripoff
Report before they do business
with any company to identify bad
business practices, credit theft
incidents, fraudulent employment and
business opportunities, and individual
con artists who scam consumers.
Researchers can check the Ripoff
Report to find complaints against
specific companies and organizations.

SWIFT BIC Search
https://www2.swift.com/bsl/
What It Is
The BIC search portal provides
access to basic information hosted
within the SWIFT Bank Identifier
Information (BIC) database.
Use Case
Researchers can find the information
on both financial and non-financial
institutions. The BIC is used in
financial transactions, client and
counterparty databases, compliance
documents, and more.
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https://www.thisnumber.com/

ThisNumber
What It Is
ThisNumber offers an easy way to
find phone numbers for people and
businesses around the world. The
database currently contains 660
phone directories.
Use Case
Analysts can look up public details
for any phone number – in the U.S. or
internationally – alongside comments
from the user community related to
activity from this phone number.

TweetDeck
https://tweetdeck.twitter.com/
What It Is
A powerful Twitter tool for real-time
tracking, organizing, and audience
engagement.
Use Case
Analysts can set up an organized feed,
tailored to the Twitter accounts they
want to follow. For example, a feed of
accounts that are suspected of being
associated with a carding forum.
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things you cannot trust like public websites, external users and unmanaged devices. Silo executes all web
code in a secure, isolated environment that is managed by policy, to provide protection and oversight.
Today, the world’s most at-risk organizations rely on Silo to deliver trust where it otherwise cannot
be guaranteed.
© Authentic8, Inc. All rights reserved. 02032021
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How Pastebin Can Help with Research
In this tutorial, we will show you how researchers can use information they find on Pastebin to
locate hackers who are offering leaked data for sale.

What is Pastebin?
Pastebin.com is often compared to a clipboard—it’s a place to paste anything, like plaintext documents, logs, source
code, etc. for anyone to view. Pastebin is also an infamous repository of stolen databases, PoC exploit code, combo
lists, doxing victims, and credit card numbers—all available for sale. Publishing information on Pastebin requires no
login, and it’s been popularized throughout the hacker community through the use of internet relay chat.
Pastebin does its best to remove sensitive information, but with millions of active pastes, moderating it is an overwhelming
task. Pastebin is often the first stop researchers go to when they look for stolen information when leaks surface.

Using Pastebin to Hunt for Stolen Data
Sometimes hackers boast about the data they possess by uploading samples on Pastebin and then offering links to
the full dumps. These links point to anywhere from Torrent sites, like The Pirate Bay, to a variety of darknet .onion
marketplaces, where stolen data can be purchased.
It’s crucial that during this hunt, sessions remain unique and untied from normal browsing. This is because of the
tracking that occurs on Google (when dorking for pastes) and on external sites (that researchers may be required to
visit for full dumps) listed within the paste.
When we use Google to search for pastes from pastebin.com, we use the inurl: Google search parameter to do this.
Your search should be formatted as follows:
inurl:pastebin.com <SEARCH PARAM>
When looking for stolen databases, you can start by
searching for standard email providers:
• @gmail.com
• @live.com
• @hotmail.com
• @yahoo.com
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Searching for emails helps find resurfaced stolen
databases because these data sets contain leaked
credentials belonging to these providers (see
screenshot). To get the latest results first, we recommend
setting the Google dork to sort by date. To do this, we
use after: and before: search parameters, followed by the
date (ex. after:2018-12-31 or after:2018):
Simply searching for the term “database” will return a
number of stolen databases, accompanied by links to
full dumps when the data set is too large for Pastebin
to host. Alternatively, the link may redirect to an escrow
or a marketplace forum, where a transaction must be
completed before accessing the full data set.
The URL in our example redirects to rocketr.net, one of
many publically available escrow services for trading
currency for digital commodities, such as stolen data.
Another popular escrow is satoshibox.com.
Searching for Visa, Mastercard, “cc dump,” etc., helps
find large credit card dumps that link back to carding
forums where they are typically sold in bulk for a small
price. Similarly, searching “dox” or “doxed” reveals lists
of victims that have had their private information posted
online. These individuals could easily become victims of
financial fraud in the future, especially if the dox contains
their social security numbers, credit card details, etc.

Using Pastebin to Hunt for the
Author of the Stolen Data
So far, we’ve learned how to find various forms of stolen
data on Pastebin, but how can you attribute it to the real
identity of a person who has actually leaked the goods?
Sometimes (not always), pastes contain attribution in the
form of an alias. People who leak information at times like
being known as the root cause. Yes, some leakers like
attribution, so they can use their reputation to increase
sales of stolen data.
Leakers tend to only release partial dumps of the data
breach on sites like Pastebin as a form of advertisement.
The more obvious approach is to link directly to a forum
or marketplace where the full dump can be purchased or
traded for sought-after commodities.
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Some attackers consistently use the same aliases, so
even a simple Google search will show their nicknames
appearing on several different platforms, most likely
hoping to generate more leads for their offerings.
The easiest way to figure out who is hiding behind an
alias is to locate their email. Email addresses are used to
sign into various sites, and inevitably sites get breached
and their users’ personal information gets stolen and
placed inside a database.
If we want to pursue this investigation even further, we
can get our hands on the database in which this user
resides, and find other essential artifacts, like their IP
addresses, phone numbers, and more.
According to HaveIbeenPwned.com, this particular
person has been found in one data breach. In addition
to their own password, the database also contains an IP
address. A simple search can help determine the general
location of the attacker, and law enforcement can go
much further in identifying and locating this individual.
This example shows how a researcher can go from
a leak posted on Pastebin to unveiling the identity
of the perpetrator. A series of simple steps can help
investigators get to the bottom of unmasking the hacker
who is responsible for the leak, and if warranted, even
taking legal action.
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Today, the world’s most at-risk organizations rely on Silo to deliver trust where it otherwise cannot
be guaranteed.
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Crypto Money Laundering on the Rise
Since Bitcoin’s historic rise, the number of users participating in the
cryptocurrency ecosystem has reached nearly 69 million. This increase
in active cryptocurrency users has also led to a surge of cryptocurrencies
being used to launder money. According to the United Nations Office on
Drugs and Crime, money laundering costs the global economy between
$800 billion and $2 trillion per year — that’s two to five percent of the
world’s gross domestic product.
Money laundering in the era of cryptocurrency is more convenient than
traditional laundering schemes, with multiple types of available crypto coins
and a good amount of anonymity for traders to hide their true identities. Add
the dark web, and you have a murky, constantly changing and decentralized
environment that creates many additional challenges for investigators.

Source: CipherTrace Cryptocurrency Intelligence

FinCEN Warns of Threats Posed by Virtual Currency Misuse
Criminals continue to exploit virtual currency to support illegal activity, money laundering and other
behavior endangering U.S. national security. To help financial institutions, law enforcement and
regulators who work with convertible virtual currencies (CVCs), the Financial Crimes Enforcement
Network (FinCEN) offers guidance to assist organizations in identifying and reporting suspicious
activity. The advisory highlights the risks associated with dark web marketplaces, peer-topeer (P2P) exchangers, unregistered money services businesses and CVC kiosks. It also gives
organizations a set of tools to help identify unregistered financial activity and suspicious virtual
currency purchases, transfers and transactions.

The Need for Effective AML Programs
The FinCEN regulatory framework mandates that businesses develop, implement, and maintain an
effective anti-money laundering program (“AML program”) that is designed to prevent organizations
from being used to facilitate money laundering and the financing of terrorist activities.
The minimum set of requirements for an AML program include:
• Establishment of policies, procedures, and internal controls designed to assure ongoing
compliance (including verifying customer identification, filing reports, creating and retaining
records and responding to law enforcement requests
• Designation of individuals responsible to assure day-to-day compliance with the program
• Training for appropriate personnel, including training in the detection of suspicious transactions
• Ongoing independent reviews to monitor and maintain an adequate program
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Without sufficient controls in place, financial institutions cannot reasonably assess and mitigate the
potential risks posed by a customer’s source of funds, and criminals can exploit the U.S. financial
system by engaging in illicit transactions. Individuals engaged in illicit activity will continue to
exploit these vulnerabilities as long as the perceived risk of detection is less than that of using
traditional financial institutions.

Tracking Cryptocurrencies
How can CVC transactions be tracked? One popular way is using blockchain technology. Blockchain is an open,
decentralized ledger that records transactions between two parties in a permanent way without needing third-party
authentication. For example, every transaction involving a Bitcoin address is stored forever in the blockchain; however,
Bitcoin addresses are pseudonyms, meaning that the identity of the address owner (i.e., who receives bitcoin at that
address) is generally unknown.

Bitcoin blockchains from blockexplorer.com

If a user’s address is ever linked to their identity, every transaction will be linked to that user. Below are examples of
OSINT tools that allow investigators to search by block number, address, block hash, transaction hash or public key to
find out more information on bitcoin transactions.
• https://www.blockchain.com/explorer
• https://blockchain.info/
• https://www.chainalysis.com/
• https://bitcoinwhoswho.com/
To prevent tracking on their transactions, money launderers have begun to use a system known as cryptocurrency
tumblers. Cryptocurrency tumblers mix potentially identifiable currency with untraceable currency to make it harder
to track.
Some addresses can be grouped by their ownership, using behavior patterns and publicly available information from
off-chain sources. The challenge for forensic investigators, as usual, is to identify the persons behind the keyboard,
which may be accomplished through a mixture of traditional investigative and digital forensic techniques.
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Bitcoin Address Reports
Once a Bitcoin address is identified, it can be run through a blockchain tracking tool. Using bitcoinwhoswho.com,
investigators can generate a report for bitcoin address 1Hz96kJKF2HLPGY15JWLB5m9qGNxvt8tHJ.

Bitcoin address report from bitcoinwhoswho.com

Probable fields of interest:
• Current Balance/Total Received: This data point allows analysts to hypothesize which type of address they’re
dealing with. Due to the high volume of transactions, this wallet likely belongs to a bitcoin miner.
• Last Transaction IP: Analysts can view the last known IP to relay an output transaction involving a selected
address. Repeated use of an IP can be used as a unique identifier.
• Website Appearances: Provides a view of any site where this exact bitcoin address appeared, which could be of
value for identifying reputation/type of transactions.
• Repeated Inputs From/Repeated Outputs To: This data point allows analysts to view the 50 most recent Bitcoin
addresses involved with incoming and outbound transactions associated with this address. By looking at the
transaction history and frequently interacted-with wallets, investigators can engage in network and link analysis to
identify patterns and possible relationships between the disparate Bitcoin addresses.
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THOUGHT LEADERSHIP

Do Financial Crime Investigators Have a Bull’s Eye on their Back?
Rishi Kant

The COVID-19 pandemic seems like a double whammy for financial crime investigators. While
online fraud has skyrocketed, teams are still adapting to a remote work environment. A recent
survey among Association of Certified Financial Crime Specialists (ACFCS) members asked: Are
they appropriately equipped for their mission?

Financial institutions are on high alert as attacks on the industry spiked by 38% in February and March. In March, the
Financial Crimes Enforcement Network (FinCEN) alerted institutions to “malicious and fraudulent transactions similar to
those that occur in the wake of natural disasters” and warned them of increased scam activity.
Between January and February, the Federal Trade Commission (FTC) reported more than 52,000 cases of fraud that
were related to COVID-19 and resulted in $38.6M of fraud loss. All of this puts additional pressure on the industry’s
fraud analysts and investigators, while they struggle with the consequences of working from home.
Together with Authentic8, the Association of Certified Financial Crime Specialists (ACFCS) asked members who
attended a recent webinar on dark web research if they felt sufficiently equipped to conduct their online investigations.

When anonymity is vital, does your browser have your back?
More than 500 cybersecurity leaders, investigators, and analysts responded. The collective answer: “No.”
The results indicate that most surveyed specialists lack the proper equipment to conduct critical investigations on the
web securely and efficiently. The culprit is the web browser.
I found it remarkable that the primary tool financial crime specialists rely on for their investigative work on the web is
putting their mission and their organizations at risk. There were three main takeaways from the survey:
1.

Investigator needs are not met by tools provided

2. Tool-related challenges impede investigations and can put organizations at risk
3.

A specific cohort of investigators had much less “pain” than the rest
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1 - Investigator needs are not met by tools provided
• Need - 80% of those involved with investigative work online stated that they need to hide or misattribute their
identity online. Anonymity or managed attribution capabilities are essential for investigators when examining
suspicious websites or online forums because revealing their identity—or that of their organization—can
compromise their mission and makes them vulnerable to targeted watering hole attacks.
• Need - 15% of those surveyed said they need to access the dark web at least once every month. Many criminal
activities happen on the dark web, so investigators frequently need to visit these sites.
• Mismatch - Yet 58% of that same group responded that they conduct investigations without protection, via a local
browser on their PC. Local browsers can reveal detailed information about the user, organization, and corporate
assets, even with “incognito mode” or VPN / privacy plugins in place, which effectively runs counter to the “hide
or misattribute” need for investigators. Additionally, using a local browser to access the dark web can open an
organization to scrutiny and reputational risk.

2 - Tool-related issues impede investigations and put organizations at risk
• 66% face a challenge in hiding their online identity. As discussed above, it is critical to hide the investigator’s and
organization’s identity to protect investigations and avoid possible “watering hole” attacks. Unfortunately, a local
browser does little to protect one’s identity, which can jeopardize investigations, lead to regulatory fines and
reputation risk for the organization.
• 44% of those collecting and analyzing evidence face issues in maintaining chain-of-custody. Compliance manager
needs are best met by a centrally managed, encrypted, tamper-safe audit logging system - capabilities that are not
readily available in a decentralized local browsing environment. As a result, an investigator’s hard work may be
naught due to technicalities in chain-of-custody management.
• 30% are routinely blocked from accessing sites they need to investigate. Most local browsers are governed by
a set of corporate web filters that deny access to websites based on company-wide policy. Unfortunately, many
investigators need to visit suspicious sites, which are likely to be blocked. This can result in delays of multiple days
that can impact the timely filing of regulatory reports (e.g., Suspicious Activity Reports) and lead to fines on the
financial institution.
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3 - A specific cohort of investigators had much less “pain” than the rest

The most remarkable result of the survey was that not everyone claimed to face the above challenges. There was one
cohort—those who used a cloud browser solution—who claimed to have much less “pain” than the rest.
The implication: There is a better way of doing things than using a local browser.

What is a “cloud browser”?
A cloud browser is a browser that runs on cloud-hosted servers. It executes all web code in a secure, isolated environment
managed by policy, to provide protection and oversight. The end-user device receives a benign display stream, and endusers can interact via regular mouse and keyboard input. A concrete example of this is Silo for Research (Toolbox).
Silo for Research is a cloud browser-based product, built for the needs of investigators. Silo for Research combines web
isolation with attribution management for secure, geographically distributed research and analysis.
Silo for Research can be configured to appear on the internet from one of dozens of global exit nodes and spoof
different client environments. To the website under examination, the research framework presents itself as a regular
browser launched on a local device on a local network.
Websites and social media platforms are presented only with the IP address of Authentic8’s server and cannot trace the
network back to the end-user. This eliminates the risk of attribution or de-anonymization as the result of the web browser.

Can you measure investigation outcomes?
It is possible, but it is essential to recognize that different stakeholders have different outcomes they care about
regarding an investigation. The good news is that a solution like Silo for Research can address the top priorities for
multiple stakeholders.
• Analysts and investigators can decrease time to insight, even in a WFH environment. Purpose-built tooling can
drive Mean-Time-To-Resolution (MTTR) down by up to 50%.
• IT admins and support teams can reduce costs and management overhead. Cloud-hosted tooling can reduce
expenses by 2x compared to custom-built infrastructure.
• Compliance and risk officers can simplify compliance and improve case documentation. Auditable logs enable
teams to meet regulatory requirements.
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So yes, investigation outcomes can be measured—not only in lower IT costs and MTTR reduction—but also in avoiding
regulatory sanctions.
With Silo for Research, your firm will be able to conduct timely and thorough investigations (even when analysts
work from home), file SARs quickly, maintain chain-of-custody and promptly produce documentation if compelled by
regulators - without pushing IT to the brink.

Final thoughts
Financial crime is on the rise. Pandemic-induced remote work is hampering investigations. Regulatory fines continue to
grow in size. Does it make sense to roll the dice when it comes to equipping analysts and investigators with the tools
they need?
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Case Study: Global Top Ten Financial Services Firm
Authentic8 Helps Identify Threats and Fraudsters Online

Banks, insurance companies, and financial service firms today use many different methods to
gather intelligence from the open, deep, and dark web. For the financial industry, open source
intelligence is a valuable resource to keep businesses up to date on existing, evolving and future
threats, past breaches, or hidden caches of compromised, fraud-related data.

Introduction
A top ten financial institution with teams of investigators focused on different
challenges, The firm relies on the Authentic8 Silo for Research (Toolbox)
solution for their cyber-threat intelligence, financial fraud, and anti-money
laundering investigations.
Thomas B. is tasked with gathering cyber-threat research from the far corners
of the web. The information gathered helps protect The firm from both
targeted and indiscriminate attacks by malware and bad actors.

The Challenge
Prior to deploying Silo for Research, The firm was using a DIY approach to
cyber-threat investigations by combining consumer browsers, plug-ins, and
VPN solutions to perform their threat hunting activities. “We found that our
existing perimeter security solutions were blocking where we needed to go
on the web. There was no way to visit them without exposing the rest of the
network to potentially malicious threats,” Thomas B. said. “In addition, we
were using third-party vendors and business partners to outsource malware
analysis, increasing costs and exposing sensitive information that we would
prefer to keep in-house.”
One of the main business drivers for adopting the Authentic8 solution was
maintaining the anonymity of online investigators. “Visiting a web page reveals
a lot about the visitor, including their IP address. That IP address can be traced
back to the company and jeopardize future intelligence-gathering efforts, so
maintaining anonymity is a top priority,” said Thomas B.

THE STORY
Previously used a high cost,
resource intensive DIY
investigation platform
DIY solution lacked
anonymity, prone to tracking
and compromise
Needed a cost effective,
cyber-threat research
solution to gather intelligence
of targeted threats
Silo was an all-in-one
solution to meet researcher
requirements
Maintains anonymity
and security of online
investigations
Secure team storage for
evidence sharing and
collaboration

Another top concern for the organization was infection and compromise from
the very same threats they were hunting for. “Cyber-threat investigations —
without the proper safeguards and precautions — can significantly increase
network risk,” Thomas B. continued. “We needed a solution that worked in our
environment and provided the logical separation to mitigate just about any
malware threat, and Silo’s cloud isolation provides that capability.”
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The Implementation

The Result

In large organizations, getting approvals to implement
a new application can sometimes be harder than
implementing the solution itself. “As with any new
solution, we had a number of internal departments to
coordinate with, educate, and gain approval from, before
the roll-out of the Silo Web Isolation Platform,” Thomas B.
recalled. “Luckily, the solution was very straightforward
to deploy across four to five different groups internally,
and it is now utilized by multiple teams both inside and
outside the security organization.”

Since the initial deployment, Authentic8 has been
instrumental in helping The firm meet their goals. “Now
with Silo for Research deployed, we can work around
the IT restrictions and can go anywhere we need to
go on the internet. We do all of the threat analysis
in-house now and don’t have to outsource to anyone.
That reduces our cost, but more importantly it allows us
to make a faster determination of risk to immediately
verify the threat mitigation strategies we have in
place,” Thomas B. recollected. With DIY investigation
solutions, bad actors and fraudsters are able to profile
a researcher’s web visits based on their resources,
such as AWS S3 buckets used for storing evidence
during collection. Non-attributable platforms such as
Silo for Research can use multiple egress locations
to protect the identity of The firm, enable encrypted
storage in private cloud-based repositories, and keep
counterintelligence efforts in the dark.

Working in the highly regulated financial services industry,
The firm is required to provide proof of compliance to
both internal and external auditors. With integration into
Splunk, The firm set up a log pipeline to capture all Silo
for Research activity, storing the logs within a central
repository to meet those compliance requirements.
“A number of key features in Silo for Research have been
instrumental in helping us understand the threats that
pose the most risk to the enterprise,” Thomas B. stated.
“With thousands of alerts per month, time to intelligence
is critical for making a determination and implementing
an effective response. Silo is an all-in-one solution that
helps us do that faster and more easily than our previous
DIY solution.”

“Silo has changed the way we approach cyber-threat
hunting, fraud research, and other online investigations,”
concluded Thomas B. “The cloud-based management
and policy framework allows control over Silos’s features
and functionality, while the isolation platform as a whole
keeps our investigators safe and anonymous online.”

“Silo has changed the way we approach
cyber-threat hunting, fraud research, and
other online investigations.”
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Silo for Research

Secure and Anonymous Online Investigations
Silo for Research (Toolbox) is a secure and anonymous web browsing solution that enables users to conduct research,
collect evidence and analyze data across the open, deep and dark web.

User

Global Egress Network

Public Internet

Policy Encrypted Storage Reseach
Logs
Tools

Dark Web

Admin

API Access

Silo for Research is built on Authentic8’s patented, cloud-based Silo Web Isolation Platform, which executes all web
code in a secure, isolated environment that is managed by policy, providing protection and oversight of all webbased activity.
Research teams can accomplish their goals without introducing risk to the organization or revealing intent. All web
activity is logged and encrypted so compliance teams can be sure that the tools are being used appropriately.
The world’s most at-risk enterprises and government agencies
rely on Silo for Research to conduct secure and anonymous
online investigations:
• Criminal investigations: Comply with chain-of-custody policy
and securely collect evidence on the open, deep, or dark web
• Cyber threat intelligence: Access and analyze suspicious
or malicious content with 100% isolation from corporate
infrastructure
• Financial investigations: Keep your online fraud investigations
anonymous and secure, even on the dark web
• Open-source intelligence (OSINT): Disguise your identity with
a managed attribution platform and global egress network
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Features and Benefits
FEATURES

BENEFITS

Full Isolation: All web code is executed on Silo servers, not
end-user devices

Potentially unsafe content never touches your organizations’
assets

Cloud-Based: Turn-key, cloud-hosted solution that creates a
clean instance every time

Seamless, immediate deployment with on-demand access
from anywhere

Managed Attribution: Configure the browser fingerprint and
egress location

Blend in with the crowd to not tip off your intent to others

Access Open, Deep or Dark Web: One-click access to any
destination without tainting your environment

Maintain policy, while providing a secure way for users to
interact with any destination

Workflow Enhancements: Integrated tools for content
capture, analysis and storage

Improve time to insight for analysts with integrated tools

Complete Audit Oversight: Encrypted audit logs of all web
activity are captured in one place and easily exported

Simplify analyst compliance and audit, and improve case
documentation

Use the Silo Web Isolation Platform to maintain data
security, and respect the privacy of your users. Our
compliance:
• FedRamp In Progress
• HIPAA
• PII
• PCI
• GDPR
• CCPA
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Silo for Research (Toolbox) Dark Web
Challenge
Dangerous organizations and individuals operate in the shadows. So when you need to find them online, you have to
go on the dark web. But the dark web is a hazardous place where criminals and adversaries have the upper hand by:
• Employing sophisticated counter-surveillance tools
• Booby-trapping sites with malware
• Actively recruiting legitimate analysts and researchers for illicit purposes
As a result, resource-constrained organizations (e.g., local law enforcement) too often lack dark web access, while large
organizations (e.g., federal agencies) typically build separate “dirty” infrastructures which are expensive, labor-intensive,
slow, and opaque.

Solution
Silo for Research Dark Web provides simple and safe “point & click” access to dark web content (Tor). Dark web
access is seamlessly integrated within Silo for Research and its suite of analyst tools, as compared to a separate
and standalone Tor browser. Silo for Research Dark Web extends the Authentic8 global egress network to include
designated .onion-capable nodes. Each node is connected via IPSec, but converts requests to SOCKS for access to the
Tor network. Each Tor connection is built from scratch based on a randomly selected ingress node, relay, and egress node.

Benefits
In addition to the familiar benefits of Silo for Research, Silo for Research Dark Web provides:
• A single pane of glass for analysts to conduct research on the open, deep, and dark web
• Full isolation from dark web counter-surveillance and threats (e.g. malware)
• Organizational control to manage and deter unauthorized use of the dark web
• Dark web access without the need to install or manage additional applications or software
• Comprehensive audit oversight extended to the dark web

PROTECT THE THINGS YOU CARE ABOUT FROM THE THINGS YOU CANNOT TRUST
CONNECT WITH US
+1 877-659-6535
www.Authentic8.com

Authentic8 enables anyone, anywhere, on any device to experience the web without risk. The Silo Web
Isolation Platform by Authentic8 separates the things you care about like apps, data and devices, from the
things you cannot trust like public websites, external users and unmanaged devices. Silo executes all web
code in a secure, isolated environment that is managed by policy, to provide protection and oversight.
Today, the world’s most at-risk organizations rely on Silo to deliver trust where it otherwise cannot
be guaranteed.
© Authentic8, Inc. All rights reserved. 02032021

32

