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Silo for Research is an integrated solution for conducting secure and anonymous web research, evidence 
collection and data analysis from the surface, deep and dark web. It’s built on Authentic8’s patented, cloud-
based Silo Web Isolation Platform, which executes all web code in a secure, isolated environment that is 
managed by policy, providing protection and oversight of all web-based activity.
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The Silo for Research Analyst Pack is a suite of productivity enhancement features for analysts. It includes the following 
three add-ons offered on a per analyst basis: 

Collector: Schedule and Automate Repetitive Collections
The Collector feature is an automated collection module for analysts that enhances the online investigation solution 
with the following capabilities:

•	 Content collection scheduling, including recurring collection (e.g., hourly, daily, weekly, time of day) via an intuitive UI
•	 Options for fully rendered web content in PDF, PNG and MHTML formats
•	 Access to an advanced video downloader
•	 Scheduled content collections downloaded to Authentic8 Secure Storage
•	 Scheduled collection tradecraft including customized browser fingerprint and tunneling through any egress nodes 

available to you in Silo for Research, including the dark web/Tor

Gofer: Execute Multi-Search Workflows
Gofer allows analysts to configure and execute multi-search workflows seamlessly. It offers a set of preconfigured 
websites and workflows which can be customized and enhanced to fit any type of investigation.

•	 Easily create and modify workflows for any type of search
•	 Find the right workflows for any investigation using a context-aware, right-click menu and copy/paste search box
•	 Import/export workflow configurations and share workflows with others on your team
•	 Review all searches during an investigation using the built-in audit trail

Trailhead: Visual Audit Trail for Analysts — Coming Soon!
The upcoming Trailhead feature is an extension that allows analysts to maintain a visual audit trail of every website and 
action taken in an investigation.

•	 Screenshot of web pages visited and in-platform audit trail viewer
•	 Metadata captured of when and how you arrived at a given page
•	 Create a new investigation or continue “recording” on one that already exists
•	 Non-repudiable output available

To learn more about the Silo for Research Analyst Pack, contact us here. 
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https://www.authentic8.com/sites/default/files/content/resource/pdf/2021-01/authentic8_ds_collector_for_silo_for_research.pdf
https://www.authentic8.com/sites/default/files/content/resource/pdf/2021-07/authentic8_tb_gofer.pdf
https://www.authentic8.com/sites/default/files/content/resource/pdf/2021-06/authentic8_tb_trailhead.pdf
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